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Who we are

David Tucker Robert Davis
Client Platform Engineer Client Platform Engineer



Funding
Circle

What's the problem?

User Offboarding




Why we care




Where do we all start

Manual Process




What we were doing

Terminator 1

Jira % ‘ % ‘ % Powershell

Webhook Trigger Forward to Jenkins
Service Desk member initiated Zapier received the webhook
user offboard via Jira Automation payload including ticket details

Webhook Trigger and passed these onto Jenkins

Populated Powershell

Populated attributes into a
Powershell script to run on a
AWS Server

Performed Offboard

Script ran on a AWS server to
perform offboard steps. GAM

used to export Google Mailbox
and upload to cloud storage



Terminator 1

Pain Points ‘

Did not scale well
Coding Knowledge

It took time
One thing at a time
Multiple platforms




What do we want

The rise of low code no code

‘ Serverless

- Multiple process streams

@ communication and Visibility

- Upgradable in future




Introducing Okta Workflows

== M



Okta Workflows

Principals from the start

Multiple Streams

Documentation

Naming Convention

Communication

Audit, Audit, Audit
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Terminator 2

Need Your Clothes, Your Boots and Your Workflows




Plan the flow with multiple streams

— Send Slack to Manager

Process Started Slack Message




Multiple streams

<- Record the Terminator De... <- Start new flows
Run this Flow Run this Flow Run this Flow Run this Flow Run this Flow Run this Flow
F getails to start new flows

erminat ( ninator erminat .G er ator 2 ? ninator

With these inputs With these inputs With these inputs With these inputs With these inputs With these inputs
ser Name Aav ser Name Aav ser Name

)
e
o
.
-
e
e
-




A Naming Convention the works for us

Number of the flow Step

Terminator 2.0 - - Okta Account, Notify of failed Record Okta Group membership - Start Flow 05.1



Separate out the error handling

Retry: 3 times

'Dea:tx\.ate User

WS SVC ACC...

After: 1 minute

Then: Run another Flow

Flow: Terminato... |




Error Handling Flow

Send Message to
Channel
<- Update Spreadsheet Status T D : <- Send Slack Status

Update Row Compose

eet status of

Failed

failed:




Audit, Audit, Audit

T2

File Edit View

Insert

Format

Data Tools Extensions

.0 .00

["l Found Sarah Connor®, Team Come

User Email

Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle com
Sarah Connor@fundingcircle. com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle.com
Sarah Connor@fundingcircle com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle com
Sarah.Connor@fundingcircle.com
Sarah.Connor@fundingcircle.com
Sarah Connor@fundingcircle com

Sarah.Connor@fundingcircle com

Termination Date
2022-03-11719:00:00.000+0100
2022-03-11719:00:00 000+0100
2022-03-11719:00:00.00040100
2022-03-12701:42:00.000+0100
2022-03-12701:42:00.000+0100
2022-03-13719:00:00.000+0100
2022-03-13719:00:00.000+0100
2022-03-13719:00:00.000+0100
2022-03-13719.00.00.000+0100
2022-03-14719:00:00.000+0100
2022-03-14719:00:00.000+0100
2022-03-15719:00:00.000+0100
2022-03-10719:00:00.000+0100
2022-02-28719:00:00.000+0100
2022-03-18719:00:00.000+0100
2022-03-18719:00:00.000+0100
2022-03-18719:47:00.000+0100
2022-03-21719:00:00.000+0100
2022-03-21715:00:00.000+0100
2022-03-21T19.00
2022-03-25T19:00
2022-03-25719:00:00.000+0100
2022-03-25719:00:00.000+0100
2022-03-29718:30:00.000+0200
2022-03-30718:00:00.000+0200
2022-03-31715:00:00.000+0200
2022-03-31719:00:00.000+0200
2022-03-31719:00:00.000+0200
2022-03-31715:00:00.000+0200
2022-04-01719:00:00.000+0200
2022-04-01719:00:00.000+0200
2022-04-01719:00:00.000+0200

Help

Process Started
2022-03-11T17:20:39.464Z

2022-03-11T17:34.06.642Z |
2022-03-11T17-47:29.9712 |
2022-03-12T00:15:18.983Z [
2022-03-13T15:37.05.797Z |

2022-03-14T17.18:43.338Z
2022-03-14T17:21:54.8562

2022-03-14T17:24:22.826Z |
2022-03-14T17:24:28 590Z [
2022-03-14T723.06:56 464Z |
2022-03-14T23:12:30.8392Z |
2022-03-15T17:20:04 694Z |

2022-03-16T10.50:37 278Z
2022-03-17T11:44:50.3232
2022-03-18T17:50:23.742Z
2022-03-18T17:50:47 605Z
2022-03-18T22:47:22 8342
2022-03-21718:20:51.482Z

2022-03-21T18:25:05.246Z [
2022-03-21T22 42:38 597Z [
2022-03-25T18:48:02 597Z |
2022-03-25T23:33:46.745Z ['E

2022-03-25T23:38:20 953Z
2022-03-29T16:30:49 94Z
2022-03-30723:26:15.233Z
2022-03-31T716:22:56.56Z

2022-03-31716:23:24.142Z |

2022-03-31T16:23:33.590Z
2022-03-31723:07:18.8232
2022-04-01T16:11:37.21Z

2022-04-01T16:11:46 455Z

2022-04-01716:21:45362Z [

A

Okta Groups Record

["Everyone

“Lol You Looked

Lol You Looked
Lol You Looked

[‘Everyone
["Everyone’

Lol You Looked

["Everyone
["Everyone’
["Everyone”
["Everyone
["Everyone
/aryone
seryone”
/eryone
Lol You Looked
“Lol You Looked

/eryone
["Everyone”
[Everyone
["Everyone
/aryone

Lol You Looked

veryone”
["Everyone
["Everyone

/aryone”
[Everyone”

yeryone

“Lol You Looked™
“Lol You Looked™

","Lol You Looked™
", "Lol You Looked™

""Lol You Looked™
" "Lol You Looked™
“Lol You Looked™

“Lol You Looked™
["Everyone” "Lol You Looked”
“Lol You Looked™
“Lol You Looked™
“Lol You Looked™
“Lol You Looked"
“Lol You Looked™
“Lol You Looked"
“Lol You Looked™
“Lol You Looked™

“Lol You Looked™

“Lol You Looked"
“Lol You Looked™
“Lol You Looked™
Lol You Looked"
“Lol You Looked™
“Lol You Looked™
“Lol You Looked™

L7

Okta Clear Sessions Okta Deactivate Notify Manager Slack Deactivate Slack

It's Britney B: Successiul
It's Britney B: Successful
It's Britney Bi Successful
It's Britney Bi Successful
It's Britney B: Successiul

o [

Successful
Successful
Successful
Successiul
Failed

Successful
Successful
Successful
Successful
Successful

It's Britney Bi S ful

It's Britney Bi Successful

Successiul

g 01

Successful
Failed

Successful
Successful
Successful
Successful

< &0

It's Britney B: i

It's Britney Bi Successiul
It's Britney BiSuccessful

Successful
Successful

Successful
Successful

It's Britney B: S fu

It's Britney B: Successful
It's Britney B Successful
It's Britney Bi Successful

Successful
Successful

£

Successful
Successful

a £

Successful
Successful
Successful
Successful
Successful

< £

It's Britney B:iS ful

It's Britney B: Successful

Successiul

It's Britney Bi S fi

It's Britney Bi Successful

Successful

Successful
Successful
Successful

It's Britney B i

Successful
Successful
Successful
Successful

uccessful

It's Britney Bi Successful
It's Britney BiSuccessful
It's Britney Bi Successful
It's Britney B: Successiul
It's Britney B: Successful
It's Britney B: Successful

Failed

Successful
Successful
Successiul
Successful
Successiul

Successful
Successful
Successful
Successful
Successful
Successful

Successful
Successful
Successful
Successful
Successful
Successful

It's Britney BiS ful

s £

g £l

S, £l

It's Britney B: S ful

It's Britney B: Successful
It's Britney BiSuccessful

Successful
Failed

Successful
Successful

It's Britney Bi i

It's Britney B: Successful
It's Britney B: Successful

Successiul
Successful

Successful
Successful

Successful
Successful
Successful
Successful
Successful
Successful

Google Groups Record

[ Found Sarah Connor”
["I Found Sarah Connor”
["I Found Sarah Connor”
["I Found Sarah Connor”
[ Found Sarah Connor”
["I Found Sarah Connor”
[

[*I Found Sarah Connor

"I Found Sarah Connor”
["I Found Sarah Connor™

["I Found Sarah Connor

{*I Found Sarah Connor”
["1 Found Sarah Connor”

['l Found Sarah Connor”

["1 Found Sarah Connor
["I Found Sarah Connor

["I Found Sarah Connor”
["I Found Sarah Connor”
[*I Found Sarah Connor”
["I Found Sarah Connor”
["I Found Sarah Connor”

["I Found Sarah Connor
[*I Found Sarah Connor
['I Found Sarah

["I Found Sarah Connor”
[I Found Sarah Connor”
["l Found Sarah Connor™
["I Found Sarah Connor”
["I Found Sarah Connor”
[*I Found Sarah Connor”
["1 Found Sarah Connor
['l Found Sarah Connor™
["I Found Sarah Connor”

Connor”

Google OU
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If  Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
\ Successful
\ Successful
) Successful

Team Come Witt
Team Come V

Team Come With Me
Team Come With Me If y Successful
Team Come With Me If \ Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come W \ Successful
Team Come With Me If | Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful
Team Come With Me If y Successful

M

Google Archive SKU Notify it-offboard Slack Email Notify

Failed

Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Failed

Failed

Failed

Failed

Successful
Successful
Successful

Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful

Successful
Successful
Successful
Successful
Successful
Successful
Successiul
Successful
Successful
Successful
Successful
Successful
Successful
Successiul
Successful
Successiul
Successful
Successiul
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successful
Successiul
Successful

Ticket

IT-41866
IT-51333
IT-50771
IT-51906
IT-51906
IT-47519
IT-47503
IT-47502
IT-47501
IT-52246
IT-51447
IT-52279
IT-52327
IT-44543
IT-51521
IT-51668
IT-52269
IT-41867
IT-51670
IT-41867
IT-51803
IT-52648
IT-52662
IT-52795
IT-41812
IT-50595
IT-50593
IT-50594
IT-50594
IT-52062
IT-52097
IT-52045

Leavers Manager
T1000@fundingcircle com
T1000@fundingcircle com
T1000@fundingcircle.com
T1000@fundingcircle.com
T1000@fundingcircle com
T1000@fundingcircle com
T1000@fundingcircle.com
T1000@fundingcircle.com
T1000@fundingcircle com
T1000@fundingcircle.com
T1000@fundingcircle.com
T1000@fundingcircle.com
T1000@fundingcircle com
T1000@fundingcircle.com
T1000@fundingcircle.com
T1000@fundingcircle com
T1000@fundingcircle com
T1000@fundingcircle.com
T1000@fundingcircle.com
T1000@fundingcircle com
T1000@fundingcircle.com
fundingcircle.com
T1000@fundingcircle.com
T1000@fundingcircle com
T1000@fundingcircle.com
T1000.
T1000@fundingcircle com

undingcircle.com

T1000@fundingcircle com
T1000@fundingcircle.com
T1000@fundingcircle.com
T1000@fundingcircle com

T1000@fundingcircle.com

nsinger
wansinger
nsinger
nsinger
nsinger

nsinger

Amold Swansinger
Amold Swansinger
Arnold Swansinger
Armold Swansinger
Arnold Swansinger
Amold Sw

Amold

Amold

Amold

Armold

Arnold Sw

Amold Swansinger
Amold Swansinger
Armnold Swansinger

Armnold Swansinger




How Does This Look?

~= slack

Terminator 2.0 APP 17:43
ww Robet Davis has initiated Terminator 2.0 for the user Sarah Connor - IT-57045 - Follow here for more updates.. I'll be back!

o 9 replies Last reply 4 days ago




How Does This Look?

=z slack

Terminator 2.0 APP 18 Nov at 17:48
@@ Robert Davis has initiated Terminator 2.0 for the user Sarah Connor - IT-57045 - Follow here for more updates.. I'll be back!

Terminator 2.0 APP 4 days ago
.' Offboarding Slack sent to Manager Arnold Schwarzenegger for the user Sarah Connor - IT-57045

Terminator 2.0 APP 4 days ago
S Google group membership has been recorded for user: Sarah Connor - IT-57045

Terminator 2.0 APP 4 days ago
@" Okta group membership has been recorded for user: Sarah Connor - IT-57045

Terminator 2.0 APP 4 days ago
.' Slack account has been deactivated for user: Sarah Connor - IT-57045

Terminator 2.0 APP 4 days ago
@ Okta sessions have been closed for user: Sarah Connor - IT-57045

Terminator 2.0 APP 4 days ago
G The Google OU has been successfully updated for user: Sarah Connor - IT-57045

Terminator 2.0 APP 4 days ago
G Successfully Google Archived the user: Sarah Connor - IT-57045

Terminator 2.0 APP 4 days ago
@ Okta account has been deactivated for user: Sarah Connor - IT-57045

Terminator 2.0 APP 4 days ago
@ Successfully removed Okta group membership for Sarah Connor- IT-57045

4
@
@
@
@
@
@
4
4
4




How Does This Look?

-= slack

@ Terminator 2.0 - Error APP (0943

G @Joseph Kirby Failed to Google Archive the: John Connor - IT-46836
Please follow the manual steps here.

a 1 reply 14 days ago




All Errors Lead To Documentation

Client Platform Engineering Pages /... / Service Desk - Terminator2 & @

~b
&N infrastructure

03 - Okta Account, Record the users Okta Group membership - Start Flow 05

SPACE SHORTCUTS

Corporate IT
@ corp Summary:

DeCE AREE The focus of this flow is to record the users Okta group membership into the Terminator 2 spreadsheet,
> Platforms & Vendors Once complete this will start the next flow(s)
v Policies & Processes If this step fails to 'Read User' or 'Get Users Groups' or 'Update Row' an error flow is triggered:
v Service Desk - Terminator 2 ) e | - 4
> 01 - Receive Webhook from Jira ; .
* 02 - Record termination details
v 03 - Okta Account, Record the
* 03.1 - Okta Account, Notify o
04 - Send Slack Notification to |
05 - Okta Account, Clear Active
06 - Okta Account, Disable Oktz
07 - Slack Account, Disable Slac
08 - Google Account, Record th
09 - Move Google OU - Start Fl¢ Automation Steps:
10 - Archive user in Google | - £ e
11 - Send Slack Notification to i :
12 - Send Email Notification Prc i
13 - Okta Account, Identify Okt:

14 - Okta Account, Remove fror

Manual Steps:

. Login to the Okta Admin Portal: https://fundingcircle-admin.okta.com/admin/dashboard
. On the left hand side select: Directory > People
. Search for and select the users Okta Profile:

1 People

Select the ‘Groups' tab and record the group membership within the Jira Ticket

Rob Davis
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Where we can take
T2 Next ? 1

Run Itself

Populate The Original Ticket COME WITH ME IF YOU WAilT TO LIVE.
MDM Lock \ Wipe ] ‘

Snipe-IT Asset Reporting
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What else do we do with
Workflows?

R




Asset Management

Funding Circle Asset Management m ® @

SNIPE-IT

H

e

View Asset G97N22DK2Q

Info Licenses

Status
Asset Name
Serial

Manufacturer

Category
Model

Model No.
CPU

Memory
Storage

MAC Address 1
MAC Address 2

MDM Entry

MDM Last Inventory

Notes
Created At
Updated at
Checkouts
Checkins
Requests

Labels

Components Assets History Maintenances Files

®F deploy deployable
G97N22DK2Q

G97N22DK2Q

Apple Unknown

G97N22DK2Q
2022-11-10 07:17

2022-11-10 07:17

Il Generate Label

Additional Files

Create New ~

P O pbawidv %

Actions

@ Upload




Asset Management

“ Snipe-IT - Jamf Device User Mismatch APP (9:58
- Kﬂ The following device is associated to a different user within Snipe-IT and Jamf.
Please associate this device to its correct user within Snipe-1T
Serial Number: G97N22DK2Q
Jamf Record: Here
Snipe-IT Record: Here

=1 @&

a 2 replies Last reply today at 11:16

s

o -/

~
SNIPE-lT = Snipe-IT - Unknown Apple MacBook AP 13:22

JQ Unknown Apple MacBook managed by Jamf

Please investigate if this is a legitimate asset as it is not within Snipe-IT
Serial Number: G97N22DK2Q

Jamf Record: Here




Filling in the blanks

= kta J = ) _— =  okta 3 e
= okta s oy API okta St

User Assigned Read User Comment Compose Replace Comment Get Get Multiple Comment Compose Update User Comment
to Application




Profile

Filling in the blanks

Profile

John Appleseed

Client Platform Engineer

® Active
® 17:18 local time
London, LND, UK
8 Regular

Q Message 69 Huddle

John Appleseed N Contact information

Client Platform Engineer Email address

john.appleseed@fundingcircle.com
® Active

® 17:15 local time

People
Q Message 69 Huddle

Manager

Steve Jobs

of Engineering,

Company

Team

CPE

Sub-department
Cloud Engineering

Department
Reliability and Infrastructure

Cost Center
28-CorpIT
Other

Bob Profile
Bob Profile




Licence Alerts

Today v

Microsoft 0365 Licence Status APP 02:30
The Enterprise Mobility + Security E3 licence has 3 seats remaining

@here - The licence Enterprise Mobility + Security E3 has 3 remaining seats, please consider licence review and/or
additional purchase. Failure to do so will result in user ability to authenticate and prevision their windows device.

The Office 365 Business licence has 5 seats remaining




Application & Licence Deployment

==}
X
o kta D D Ja m f S Miost o
Okta Microsoft 365 JAMF Self Service
Add user to an Okta group Assign Microsoft 365 Apps for Assign the user to a JAMF Static App added to the user’s Self

Business Licence to the user Group Service






= okta

Q Ssearch...
M:KJ People not logged on for more than 90 Days: APP 04:34
== Name: John Appleseed
Type: Temporary Agency Worker
john.appleseed@fundingcircle.com, email: john.appleseed@fundingcircle.com, Department: Product Engineering
» Last Login: 2022-07-18 06:47
kgl l] More Actions ¥ Account has been suspended

John Appleseed

Jp User . Suspended @ Profile sourced by bob  View Logs




What's next?
e o

Temporary
Groups

Unused SaaS
License
Reclamation

Genesis Onboarding

Slack based
access
management




Thank You
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