
Workflow Automation
Rise of the Machines



Who we are

David Tucker
Client Platform Engineer

Robert Davis
Client Platform Engineer



What's the problem?
User Offboarding



Why we care
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Where do we all start
Manual Process

● Tasks getting missed \ human error
● Everybody's Different
● Not scalable with multiple outboards
● Hard to audit
● Service Desk staying late



What we were doing

Terminator 1

Jira

Webhook Trigger

Service Desk member initiated 
user offboard via Jira Automation 

Webhook Trigger

Forward to Jenkins

Zapier received the webhook 
payload including ticket details 
and passed these onto Jenkins

Zapier

Populated Powershell

Populated attributes into a 
Powershell script to run on a 

AWS Server

Jenkins

Performed Offboard

Script ran on a AWS server to 
perform offboard steps. GAM 

used to export Google Mailbox 
and upload to cloud storage

Powershell



Terminator 1
Pain Points

● It took time
● One thing at a time
● Multiple platforms

● Limited error alerting
● Difficult to track progress
● Hard to explain to audit

● Did not scale well
● Coding Knowledge

● Orchestrators not here
● No witty catchphrases



What do we want
The rise of low code no code

Serverless

Consolidate Platforms

Multiple process streams

Communication and Visibility

Upgradable in future



Introducing Okta Workflows

Okta Workflows makes it easy to automate identity 
processes at scale – without writing code. Use 
if-this-then-that logic, Okta's pre-built connector library, and 
the ability to connect to any publicly available API to enable 
anyone to innovate with Okta.



Multiple Streams
Okta Workflows
Principals from the start

Documentation

Naming Convention 

Communication

Audit, Audit, Audit



Terminator 2 
Need Your Clothes, Your Boots and Your Workflows



Plan the flow with multiple streams
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Multiple streams



A Naming Convention the works for us

Terminator 2.0 - 03 - Okta Account, Record the users Okta Group membership - Start Flow 05

Terminator 2.0 - 03.1 - Okta Account, Notify of failed Record Okta Group membership - Start Flow 05.1

Name of the Process

Number of the flow Step

Brief Description of the flow

Identifier if this triggers another flow

Sub Number to identify error flow



Separate out the error handling

Error handling Upon Action Card

Call the error flow, 
pass on details



Error Handling Flow



Audit, Audit, Audit



How Does This Look?



How Does This Look?



How Does This Look?



All Errors Lead To Documentation



Where we can take 
T2 Next ?

● Run Itself
● Populate The Original Ticket
● MDM Lock \ Wipe
● Snipe-IT Asset Reporting



What else do we do with 
Workflows?



Asset Management



Asset Management



Filling in the blanks



Filling in the blanks



Licence Alerts



Application & Licence Deployment

Okta

Add user to an Okta group

Microsoft 365

Assign Microsoft 365 Apps for 
Business Licence to the user

Self Service

App added to the user’s Self 
Service

JAMF

Assign the user to a JAMF Static 
Group
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What’s next?

Genesis Onboarding

Unused SaaS 
License 

Reclamation

Slack based 
access 

management 

Temporary 
Groups



Thank You



Drinks






